PHP Debugging from A to Z (Apache to Zend)

Stephanie Rabbani
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Settng u/configuring the Apache web server

PHP Issues
CL/RPG program call failures
Javascript confusion

HTML/CSS funkiness

(We are assuming you have Zend Server/PHP installed)




Looking at your Apache config
. http://myipaddress:2001/HTTPAdmIn - hit display

- /www/myapacheserver/conf/httpd.conf — | don't have
*IOSYSCFG

. wrksplf QTMHHTTP

- This is also where spool files will be if your Apache
jobs are ending abnormally

Watch out for
- SSL cert expired
- Weird line endings if you edited in notepad



http://myipaddress:2001/HTTPAdmin

Display Spooled File
Page/Line

Columns

2/12
1 - 130

S I Y S T I R - TR Y [T RPN . IR SRR IR R | IR S PR R~ A

From procedure . . . . . . @ sendEscapeWlthMessageFile

Statement . . . . . . . . . 4

To module . . . . . « « « & & ZHBMAIN

To procedure . . . . . . . @ BigSwitch FiPPc

Statement . . . . . . . . . oy

Message .+ « « . & HTTP Server Instance NXAPACHE falled during start-up.
Cause . . . . . : HTTP Server instance NXAPACHE failed because of a

configuration error on line 232 1n configquration file

/www/nxapache/conf/httpd.conf. Note: 1If the specified directive 1s either a

container directive (e.g. <Directory>), or a directive within a container,
the 1line number identified above may not be correct. 1In that case, you will
need to verify that all directives in the container, and the contalner
1tself do not have configuration errors. Recovery . . . : See previous
job log messages. Correct the problem and start the server agailn.
20 09/22/16 1e6:18:51.66037/5 QWTPITPZ QSYS Uedd *EXT
Messaqg
Cause . . . . . : A SIGKILL signal was r
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job. The action for
the signal was to terminate the 7job.
U 09/22/16 16:18:51.662974 QLIDLOBJ
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. 404 Page not found

.- Check there is a DocumentRoot or AliasMatch pointing

fo yo

ur script

403 — Forbidden
.- Check your Directory, Location statements

To start

it In debug:

STRTC

PSVR SERVER(*HTTP) HTTPSVR(MYAPAC

- Try to access your page, end the server, wr
QTM
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00000085:411648 try alias list
00000085:411656 try alias list tempt requl exXprt 5
0008 1165€ Case senst 5 OFF
00000085:411680 try alias 1list(): attempt regular expression - "5
00000085:411680 Case sense 15 OFE
00000085:411696 try al _11st tempt reqgul exprs X 1 f *)
1] . | 1T69F Cas : | 5 ¢ a OFF

00000085:419800 trv alias 1list(): match found!




- There is lots of good data in your Apache logs!

LogFormat "%$h %T %1 %u %t \"%r\" %>s %b \"%${Referer}i\"

\"%${User-Agent}i\"" combined

LogFormat "${Cookie}ln \"%r\" %t" cookie

LogFormat "${User-agent}i" agent

LogFormat "%${Referer}i -> %U" referer

LogFormat "%$h %1 %u %t \"%$r\" %>s

CustomLog logs/access log combined

.- /www/myapache/logs/
- Export into lots of different great tools!
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- Many tools to analyze and visualize the logs

. | use Sawmill: http://sawmill.net/
. Josh uses Go Access: https://goaccess.io/
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MmM=aasnbdoar m=

dar
oard Dashboard 04/Aug/i2016, 1 day (cnive date range)
nt
types Overview
es/directories Hits Visitors Size Page views Sessions Session duration Bounces Bounce |
es 52,695 Avwyday— 79 avghay— T73.02M  awday— | 45,226 Avgday— 149 aAwday— 1d 08:33:34 Awday— 124 Awgay— | 83.22
ken Links
systems .
| Traffic Search engines
iew z
o Page views Visitors Hits o desta TouNTIoN 1 GUBTY
3 > 50,000 100 100,000
SINOPPNGS 40,000 80 80,000

ers 30,000 60 60,000

20,000 40 40,000

10,000 20 20,000
ns o 2 2
-page Summary Th 04 Aug 2016 Th 04 Aug 2016 Th 04 Aug 2016
atail

Country : Device Category
Visitors o000 Visitors

W 951%

M 937 % (unknown country) W 24%
B 63% United States B 12%
W 12%

Non-mobile (desktop, laptop, server)
Unknown

Spider
Mobile (phone, tablet)




W Filters
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[i=| Miscellaneous ~ &) Printer Friendly

1-10 of 1543

Page

/Prod/PublicPHP/page1

/Prod/PublicPHP.page2
aData. php

D4!Aug!2016, 1 day (entire date range)

p.php
Irl

/Prod/Prod/sanotherpage ients.php

/Prod/PublicPHPAsomemorephp
aServer.php

/Prod/PublicPHP/vetanotherpage
{Prod/Prod/someimportantdata
/Prod/Prod/tawebservice
{Prod/PublicPHP/inotsoimportantdata
/Prod/Prod/ssomething.php
{Prod/Prod/<sbankinfo.php 1p
1533 other items

Total

a.wsdl

ata_php

+ Hits

7.952
3,165

3,090
2752

2752
1,457
1,385
1,380
1,196
1,139

26,427

52 695

151 %
6.0 %

2.9 %
2.2%

2.2 %
28 %
26 %
26%
23 %
22%

50.2 %

100.0 %

Visitors

Size Page

views
13.36 M 7,952
21013 K 3,165
3.00 M 3,090
17.76 M 2,752
535 M 2,752
67.87TM 1,457
369M 0
641.60 K 1,380
463 M 0
203 M 1,139
654.49 M 21,539
773.02 M 45,226

Sessions

Session
duration

00:59:26
01:40:31

00:49:04
05:09:57

00:15:28
00:30:26
00:00:00
00:40:21
00:00:00
00:03.06

22:25:15

1d 08:33:34
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. Setbnv="PHP_FCGI_CHILDREN=20"

- RequestTimeout="60"

. Setknv="CCSID=1208"

. SeteEnv="LDR_CNTRL=MAXDATA=0x40000000"




- FastCGl CCSID setting

SetEnv="CCSID=1208"

.- Apache CCSID settings:

.ph

DefaultFsCCSID 37
CGIlJobCCSID 37
DefaultNetCCSID 01208
0.1N1 setting
default_charset="UTF-8"

. Ibm_dbZ2.ini setting

iIbom_db2.15 override ccsid=0

https://support.zend.com/hc/en-us/articles/2064 7 750 7-U
to Zend- Server for- IBI\/I -8-5-causes-CCSID-issues-in-DB2

"
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.- Look at the log ... /usr/local/zendphp/var/log/php.log

. Occasionally it will not show up there

- Look in /www/myapache/logs/ for the error log

- Watch out for @ signs!




. var_dump and die()

- error_log(“some message”, 3, “/path/to/myspecial.log”);
- Hide on the page:

echo Y“W!--7

var dump (SmySglString) ;

echo \\__>II;

- Don't forget to clean them up afterwards!
- Watch out for try/catch




Are all of your jobs in THDW?
Check for AJAX and session locking!

Use session_write_close as soon as you are done

updating the session (at the beginning if all you do Is
read!)




->getName()

] HttpFoundation

% 05 - Debug Tool Window.php:23

Files and Functions

J rB. 8B 7 UEB-Q 4

S W00 "I | | ¥ | Y 00 B W E)

S Main it S E =W e | o
EH-B-r e & 0@

T tyssalkey2phw

MU_ORDDF | Variables | Wet * |* | PHP - Source Code | ListHeader | ListDetails | ListFooter | RedDisplay | DelChoice | RtnToList | RedAdd | RedChange
Name  Tet ) =
o Dk 1/ Generation time code inserted here
ODUNE  Line Number s
ODITEM  Inventory ltem Code
ODPRIC  Unit Price
ODDISC  Discount Amount
ODQTY  Order Quantity
ODUOM  Unit of Measure i .
ODEXTAM ~ Extended Amount N a4, change,  delete and dispiny
< require_once("/ el
5 require_once("/esdi/websmart/v10.0/in
17 class tyssqlkey extends WebSmartObject
protected Sprograsstate = array(
JiArs
« - — '
Zny 8
UrlInsight
Utl: dev.excelsyst / by
Samples: 3
Execution time: min 359ms, max 1116ms, avg 728ms
% > Memory: max 0.56M8 avg 0.53MB
=@ Zray Requests
Urifity Tabs )@ 2015-04-06 15:04:47 200 GET http: fwsphp/? hy
Functions | Snippets | Info 5 2015-04-06 15:03:48 200 GET hitp://d eyt A by
Execution time: total 709ms, php 434ms, database 274ms, io Oms, network Oms
@ tyssaley Memory: peak 0.00M8 limit 0.00MB
2;“’“:;‘;" 4@ SELECT MU_ORDDF.ODORD, MU_ORDDF.ODLINE, MU_ORDOF.ODITEM, MU_ORDDF.ODPRIC, MU_ORDDF.0DDISC, MU_ORDDF.ODQTY, MU_ORDDF.ODUOM, MU_ORDDF.C
® b:z::(mq' 41 WARNING include(x|_user_preferences.php): failed to open stream: No such file or directory
® bonioiaty L i) ) WARNING include(): Failed opening 'x_user_preferences.php’ for inclusion (include path= | Framework 1 fust/local/z
- @ 2015-04-06 15:00:26 200 GET htp://d oyt »
@ buildPage
@ buildRecordSelectStrin
@ buildRecordWhere
@ buildSelectString
@ buildWhereClause
@ deleteRecord
@ displaytist - .
4 -
Zray
Ready CAP NUM INS

- https://www.seidengroup.com/2018/05/21/xdebug-and-

your-ide-on-your-ibm-i/



https://www.seidengroup.com/?p=3620&preview=true
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The events monitor:

LVCIILLYD W /Monitoring

Dashboard

. == — —
show Filters ¥ All Issues ¥ Time Range | All v From 22/Sep/2016 11:52 &= To 23/Sep/2016 11:52 = Search... Q
Monitoring
URL Insight Filter By: Currently no filter selected ® # SaveAs.. ©
Delete Filtered (3625)
Event Rules
Logs ] I Count EventIlD Name Last Occurred ~ Application Summary Code Trace IDE Actions
. L] EM 615 High Memory Usage Today, 11:52:19 Request to http://10.32.32.32:10088/psomeurl_______ fying ...
ettings
] 20002 Slow Query Execution Today, 11:52:18 Function PDOStatement::execute() took 1056ms
Z-Ray
O m [FE¥ so0s High Memory Usage Today, 11:52:12 Request to http://10.32.32.32:10088/Prod/Prod/Guidelines/ consum...
PHP
L] Er 18371 PHP Error Today, 11:51:53 Function db2_pconnect() caused a PHP error
Applications
O] Ea 152 High Memory Usage Today, 11:51:52 Request to http://10.32.32.32:10088/Prod/someurl ...
Servers .
] Ea 1 Slow Request Execution Today, 11:51:43 Request to http://10.32.32.32:10088/prod/isomeurl )...
Job Queue O Ed 149 High Memory Usage Today, 11:51:41 Request to http://10.32.32.32:10088/Prod/lsomeur ...
Caching 0 MW E¥ 166 Slow Function Execution Today, 11:51:41 Function fsockopen() took 28706ms
Debugging L] m 14882 Slow Query Execution Today, 11:51:33 Function db2_execute() took 1127ms
Plugins O B 153 Slow Request Execution Today, 11:51:31 Request to http://10.32.32.32:10088/Prod/Fsomeurl /.
T B L] 350 Slow Request Execution Today, 11:51:13 Request to http://10.32.32.32:10080/Prod/Psomeur!
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. Setting up event rules:

d 5l VE :00 L'

etting Started Event RLIIES / Monitoring

Dashboard
Event Tracing Mode: Disabled
Monitoring

Name Type Status Thresholds Tracing Code  Actions
URL Insight
Global Rules (12 globals)

Events
Custom Event Custom Event Enabled

Database Error Function Error Enabled

Logs Failed Writing Code Tracing Data Failed Writing Code Tracing Data Enabled

Settings Function Error Function Error Enabled

7-Ray High Memory Usage High Memory Usage Enabled M 49152 KB

PHP Inconsistent Output Size Inconsistent Qutput Size Enabled B 200 %

ppllca'ﬂons PHP Error PHP Error Enabled B a5 m

= Slow Function Execution Slow Function Execution & Enabled M 2000 ms

Slow Query Execution Slow Function Execution Enabled
ob Queue Query na M 2000 ms

- Slow Request Execution Slow Request Execution Enabled M 5000 ms
aching

Uncaught Java Exception Uncaught Java Exception Enabled

Debugging

Zend Framework Exception Custom Event Enabled

Plugins

e« 0 0 O OO O OO0O0O0O O

3 4

W N




Zen Se’rver

- Have Zend Server email you when database errors occur:

etting Started Database EFI’OI’ © / wonitoring 7 Monitoring Rules
ashboard
Rule Name Database Error Application Global

onitoring Type Function Error

RL Insight

vents Select the severity level for this event

Critical
0gs Send email LI Trace code @
[ call URL

Settings 120
Ray

HP L1 warning

pplications

rvers
b Queue

Notice

aching

ebugging

lugins

\ S e B

Email |name@example.com

Callback URL | http://url.com/filename.phg

Add Function

mssql_connect
mssql_execute
mssql_query
mssql_unbuffered_query
mysgl_connect
mysql_db_query
mysql_query
mysql_unbuffered_query
mysgli_connect
mysqli_execute
mysqli_master_query
mysgli_multi_query
mysqli_query
mysqli_real_connect

mysqli_real_query




There are other tools that monitor and report errors to you:

New Relic - https://newrelic.com/php

Grafana - https://gratana.com

Sentry - https://sentry.io/welcome/

And others



https://sentry.io/welcome/
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- Unless you know what you're doing, make it stateless

- It's hanging! Check QSQSRVR jobs in QSYSWRK for
MSGW jobs

.- Check /usr/local/zendphp//var/log/toolkit.log for general
error messages

+ You can turn debug on in the Toolkit settings

. Toolkit settings (usually) in
/usr/local/zendphp7/share/ToolkitAPl/toolkit.ini

. Joblog error messages will show up in debug log
(usually /usr/local/zendphp?/var/log/tklt debug.log )

E&ii i" : ,,d.;g




d : 6309318 of 6309335 by 18 Column : 1 181 by 131

T L e S e SR U S e I U - S U [T S - A - B O I [ A

ec end: 2016-09-23 12:09:50. Seconds to execute: 0.02148699760437.

Xec start: 2016-09-23 12:09:50

version of toolkit front end: 1.6.0

[PC: '/tmpphp/FHACHandler 1474657488.1694'. Control key: *idle(180/kill) *cdata *sbmjob
tmt: call ZENDSVR6.1PLUG32K(?,?,?,?) with transport: ibm db2

goo9-1" 2>

Input XML: <?xml version="1.0" encoding="IS0-8
<script>
<cmd>CHGAUT OBJ('/vdlf/Prod/some/path /CS5Q5122000515RS.xml1") USER(QTMHHTP1 GRPMIS GRPICA GRPWEB MEYEDIS1) DTAAUT (*RWx

</script>

output XML: <?xml version="1.0" encoding="IS0-8859-1" 2>

<cmd><success><! [CDATA[+++ success CHGAUT OBJ('/vdlf/Prod/some/path onse/CSQ5122000515RS.xml ") USER (QTMHHTP1 GRPMIS GRPIC

onds to execute: 0.026160955429077.

P

wxec end: 2016-09-23 2:09:50. Se

kkktkﬁtikittgn,j 'T'f Dataikkktkkkikﬂctikk#tkkk




4
pr

.'_ : ‘—- o} ! A._i‘, : "
b v
. N ‘

gmg oont

$SnamingMode = DB2 I5 NAMING OFF; // ON or OFF
$db2conn = db2 pconnect ('*LOCAL-*DEBUG', '' , '');

Stoolkit service =
ToolkitService: :getInstance (Sdb2conn, SnamingMode) ;

. Wrkactjob, find MSGW job

- Look at joblog to find QSQSRVR job to watch
. STRSRVJOB on that QSQSRVR job

- STRDBG on your program, add a breakpoint
. Give the message a "G”

. Step through debug!




Y L} Inspector 3 Console @ Debugger { } Style Editor €5 Performance
P > I 2 (£ send/b jquery.js:5

tabs.js Al 72

76
77
78

http://idevusr016.idevcloud.co... ;Z

search.js 81
82
75 var option = $(doc.. 83

84

Brand:

Collection:

= Network

m.Callbacks/j jquery.js:2 (anonymous) search.js:75

x jqueryjs:5 > m.Callbacks/k.fireWith jquery.js:2

var collection = collections[key];

if(collection['id']){

var option = $(document.createElement('option’));

option.val(collection['id']);
option.html(collection[ 'name’]);
collectionSelect.append(option);

}else if(collection['ARCollectionId’] || collection['BLCollectionId']){

var val = "";
if(collection["ARCollectionId’]){

val += "ar'+collection[*ARCollectionId’];

¥

val += "~";

- - P P - I R

Awrivs NattArea

B-8 8|

> \ Search scripts (Ctrl+P)

v

Add watch expression
v Watch expressions
¥ option — Object
0: <option>
¥ context: <option>
length: 1
» _ proto_: Object

¥ Function scope [(anonymous)]
b this: Object




+ You can add conditional breakpoints (right click on the
breakpoint)

- You can add XHR breakpoints - break when certain URLS
are called (for AJAX)

- You can add DOM breakpoints — break when an element
on the page is changed/removed (right click, break on)




. Console.log(somevar) in your code will output the
somevar variable to the console (similar to echoing from
PHP).

. Console.table(somejson) will output json received in a
pretty table format to the console.

. Console.trace() will show a stack trace of function calls to
that point

- Monitor(functionname) will output to the console every
time that function |s called and show the parameters

E§1 i‘“
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Isteners

Paused in debugger Ib |7y

- ﬂ Elements Console Sources Network Timeline Profiles Application Security Audits EditThisCookie

ources | Content scr... Snippets & js?ver=1.113  jquery-migrate...njs?ver=1.2.1 | searchjs X | resetjs >, ~n ¥ 1
B search 1| jQuery( document ).ready(function( $ ) { “ | » Event Listener Breakpoints
> B w tent 2 // Code using $ as usual goes here.
Wp-cariten 3 $('.search-filter').change(function(){
» B8 wp-includes £ ar input = $(this); input = ct#collection-filter.sear itext: s arch-filter] > beforeunload
» O (no domain) ar form = :.ll'l ut.close§t form form = [rgrm.fcrm—rc collection-filter.sear« t » blur
ar url = window.location.pathname.replace('/products/’,
> cdnjotfor.ms TF(url 1= )
» O cdn.rawgit.com var data = form.serialize(); s
. e if(form.closest('.searchform-roll-runner').length > 0){ 0a
¥ O idevusr016.idevcloud.com: data += "&shape=2";//roll runner shape id is 2 » Window
v BB products/assets }else if(form.closest('.searchform-area-rug').length > @){ P Window
vio data += "&shape=1";//rectangle shape id is 1
| JS }else if(form.closest('.searchform-special-shapes').length > 8){
search.js //if its a special shapes search
™ style data += "&shape=shapes”

v Event Listeners

» focus
P hashchange

P Window

P Window

» Window
P> message

3

}
» O maxcdn.bootstrapcdn.com $.get(url,data,function(data){

> nrpeolark.com P orientationchange
p‘ $('.search-filter').attr( dis 2 g

> static.addtoany.com b resize

» O static.olark.com var brands = datal'brands']; » scroll

{} Line 6, Column 80 > storage

P mousemove




» Or use visual event
I" AN‘ Node: div#mega-menu-wrap-primary.mega-menu-wrap Remove from display

keyup keyup event subscribed by jQuery 1.12.4 (trigger event)
gr&t room. Function defined in maxmegamenu.js?ver=2.3.5:254

S

HOIE | CAITES S 1| function (e) { 4
2 var keyCode = e.keyCode || e.which; ii’gé 8
3 var active_link = $(e.target); = }25 ~
4 ;i1 8
5 if (keyCode === tab_key) { %
6 $menu.addClass("mega-keyboard-navigation"); 2 ?g
7 ii :
8 if ( active_link.parent().is(items_with_submenus) ) { }1:; :
9 plugin.showPanel(active_link); ."; }'g 5
10 } else { gl; B
11 plugin.hideSiblingPanels(active_link); : % ¥
12 T
if ( active_link.hasClass("mega-menu-toggle") ) { i
active_link.toggleClass("mega-menu-open"); e A
-

Pattern:

; couman
4 Here to Help

Stylc Any Style v CRUR AT FEE Bood C&Ew

Welcome please chat with U...
3 found attached to 22 nodes. 3 events were attached to elements not currently in the document.

>~

e .
1|'”llt'4
At tsie dade Vimaaiain SEPAINARR toby

>
b

..f‘ - A =




Use the DOM explorer to see what styles are applied to your

HTML, and to experiment with changing the HTML itself (Edge)
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Console Network Performance

Debugger

I DOM Explorer

'E - -
o o &
I

<!DOCTYPE html>

Memory

and heart. Made of cowhide leather, these ethically sourced area rugs are a superb way to make a grandiose

impression on any room. The warm, sn... READ MORE >

WHERE TO BUY

o). CARE

ol SHARE THIS

® V‘./ARRANTY

ADD TO
FAVORITES

p DECORATING TIPS

EQ, E-catALOG

DETAILS

FEATURES:

» Cowhide Leather Area Rugs
» Materials Sourced Ethically
* Unique Modern Stripe, Abstract and Geometric

Designs

— e

Emulation Experiments

<html class=" js flexbox webgl no-touch geolocation hashchange history websockets rgba hsla multiplebgs backgroundsize borderim
age textshadow opacity cssanimations csscolumns cssgradients no-cssreflections csstransforms csstransforms3d csstransitions fon
tface generatedcontent video audio localstorage applicationcache svg svgclippaths mediaqueries no-regions supports" lang="en-U

ST
b <head>..</head>
4 <body class="group-blog su-other-shortcodes-loaded">
p <div id="olark" style="display: none;">..</div>
<meta charset="UTF-8" />
<meta name="viewport" content="width=device-width, initial-scale=1" />
<link href="http://gmpg.org/xfn/11" rel="profile" />

213nk hrnata"httns /773 AaviiienD1A 3 AdAovurland ram/vml nnese nhn" role"'ndnabharcrkk”™ /8

AVAILABLE SIZES/COORDINATES:

RECTANGLE:
2'x 4

e —————

Il

i WELCOME PLEASE CHAT
& WITH US!

Find (Ctri+F)
Styles Computed Layout Events Changes Accessibil...
4lnline style { da.
}
media all
4body { style.css (301)

font-family: Open Sans,sans-serif;
[ overflow-x: hidden;
max-width: 100%;

}

manaddia all
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. A proxy you install to monitor HTTP and HTTPS traffic

You can compare sessions using the diff tool

et statistics about the page “weight™ and “wait”

Set breakpoints to set the request or response on the fly

Can filter or flag traffic ... and lots more

https [lwww .telerik.com/download/fiddler

. = o




Builder

No Environment '1:1'
e @ e e e @ e @® branc @
» branches Examples (0) «
POST https://some.api/branches Params Save
Authorization Headers (1) Body @ Pre-request Script Tests Code

form-data w-www-form-urlencoded ® raw binary  JSON (application/json)

1~ q

2~ “data": [{

3 "branch_number": "257",

4 "branch_region_id": "2b",

5 "branch_region_name”: "Northwest",

b "branch_type™: "B",

7 "branch_name”: "MNorth Coast",

8 "public_name”: "Lake Oswego MNorth Coast”,

2 "branch_license_number": "733087",
18 "branch_license text”: "We are licensed to do business in the states of Oregon, Texas and Washington. ML-176;",
11 "branch_status": "1",
12 “"branch_address_1": "152@ SE Discovery Lane",
13 "branch_address 2": "S5te D",
14 "branch_city™: "Warrenton™,
15 “"branch_state": "OR",
16 "branch_zip™: "97146",
17 "branch_phone": "5833254348",
18 “branch_fax": "8",
19 "branch_nmls_manager_3id": "WGIL",
20 "branch_nmls manager _name": "Jacob Lesnders”,
21 "branch closed date”: B




.+ S0 much more to debug!

Performance

. Design

SEO

...




- | would love your feedback:

. Contact me at steph@seidengroup.com
http://www.seidengroup.com

- Twitter: @jordiwes

https://joind.in/event/zendcon-2018/php-debugging-on-the-
lom-I-from-a-to-z-apache-to-zend
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http://www.seidengroup.com/
https://joind.in/event/zendcon-2018/php-debugging-on-the-ibm-i-from-a-to-z-apache-to-zend

